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Privacy notice for 4Kscore -test register 

 

1 Controller 

Docrates Cancer Center 

Saukonpaadenranta 2 

00160 Helsinki 

P. 010 773 2000 

 (hereafter ”we” or ”Docrates Cancer Center”) 

2 Contact person for register matters 

Data Protection Officer Harri Puurunen 

P. 050 5001830 

email: harri.puurunen(a)docrates.com 

3 Other controllers 

As Kevelt 

Teaduspargi 3/1 

12618 Tallinn, ESTONIA 

www.kevelt.ee 

4 Name of the register 

4Kscore -test register 

5 Essential definitions 

‘4Kscore -test’ is a diagnostic blood test for finding out the risk of aggressive 

prostate cancer. The personal data of the participants forms a personal data 

register. 

‘Examinee’ i.e. the data subject is the person participating in the 4Kscore -test. 

6 Legal basis and purpose for processing personal data 

The legal basis for the processing of personal data in connection with the 4Kscore -

test register is the explicit consent of the examinee. 

The purpose of processing personal data is carrying out the 4Kscore -test and the 

measures related to it listed below: 
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 blood test, which is used to find out the patients risk of aggressive prostate 

cancer 

 finding out the need for further examinations such as MRI and tissue 

sample (biopsy) 

7 What data do we process?  

We process the following personal data of the examinee (data subject) in 

connection with the 4Kscore -test register: 

Basic information on the examinee 

 first and surname 

 date of birth 

 signature 

 contact information: phone number, home address, email 

 communication language 

Information necessary for the execution of the 4Kscore test 

 essential data for the 4Kscore test describing the state of health of the 

examinee, including information that the examinee is a patient of the 

Docrates Cancer Center and participates in the 4Kscore test 

 data regarding previous samples, their analysis and the results of the 

prostate palpation test (digital information regarding the anus) 

 blood sample and the four (4) different blood markers (fPSA, tPSA, iPSA 

and hK2 biomarker contents) received as a result from the 4Kscore test 

 information regarding the administration of the 4Kscore test consents such 

as information on the retrieval of consent 

Without the above listed data we cannot carry out the 4Kscore test. 

8 From where do we receive data? 

We receive data primarily from the examinee him-/herself. We also collect 

information necessary for the 4Kscore test describing the state of health of the 

examinee from Docrates Cancer Center’s own patient register. 

9 To whom do we disclose and transfer data, and do we transfer data outside the EU or 

EEA? 

We disclose the register data to AS Kevelt (hereafter “Kevelt”) who participates in 

the execution of the 4Kscore test. Kevelt acts as an independent controller and 

takes care of its obligations as a controller such as informing the data subjects.  

Data is disclosed to Finnish Medicines Agency Fimea for research, planning, 

statistics and monitoring purposes as well as for reports of suspected adverse 

reactions and applications for special permits to acquire medicines with special 
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permit. The disclosures are done in accordance with the Finnish act on national 

healthcare personal data files (556/1989). 

We use subcontractors, who process personal data on behalf of us. For the 

administration of the register’s personal data we use a service provider, on whose 

administered and secured servers the personal data is stored and via it is 

transferred to Kevelt for partial execution of the 4Kscore test. 

Our subprocessors transfer personal data outside of the EU/EEA for purposes 

related to the execution of the 4Kscore test. We have taken care of the appropriate 

safety measures related to the transfer. We use the standard contractual clauses 

approved by the EU Commission. 

10 How do we protect the data and for how long do we store them? 

Only those of our employees, who due to their working duties are entitled to 

process personal data related to the register, have the right to use systems 

containing personal data. Each user has a personal username and password to the 

systems. The information is collected into databases that are protected by firewalls, 

passwords and other technical measures. The databases and backup copies of them 

are stored in locked premises and can be accessed only by certain pre-designated 

persons. 

We store the personal data for as long as is necessary for the purpose of the 

processing. The results of the 4Kscore test become a part of Docrates Cancer 

Center’s patient register, in which we store data based on the legislation for 12 

years from the death of the patient or if it is unknown, for 120 years from the birth 

of the patient. There is a separate privacy notice for Docrates Cancer Center’s 

patient register on Docrates Cancer Center’s website. 

We assess the necessity of storing the data on a regular basis taking into account 

the applicable laws and regulations. In addition, we take care of all reasonable 

measures to ensure that no incompatible, obsolete or inaccurate personal data are 

stored in the register taking into account the purpose of the processing. We rectify 

or erase such data without delay. 

11 What are your rights as a data subject? 

As a data subject, you have the right to receive information on the processing of 

your personal data. You have the right to inspect the personal data concerning 

yourself, the right to demand rectification or erasure of inaccurate, obsolete, 

unnecessary or illegal data. If you have an access to your own data, you may edit 

such data yourself. 

Insofar as the processing is based on consent, you have the right to withdraw or 

change your consent. Withdrawing your consent does not affect the lawfulness of 

processing before the withdrawal of the consent. 

As a data subject you also have the right to object or to demand restriction of the 

processing of your data and to lodge a complaint with the supervisory authority of 

the processing of data. In addition, you have the right to object the processing, 

when it is related to direct marketing, at any time and free of charge. 
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12 Who can you contact? 

All contacts and requests concerning this privacy notice must be submitted in 

writing or in person to the contact person named in section two (2). 

13 Changes to the privacy notice 

We will place all the amendments regarding the privacy notice visible on our 

website dated. If the amendments are significant, we may also inform about these 

by other means such as email or placing a notification on our homepage. We 

recommend that you visit our webpage from time to time to ensure you are aware 

of any amendments made. 


